Instructions for creating PGP keys in Windows

1. Install Gpgdwin

Go to http://www.gpgdwin.org , download the installer file (e.g., Gpg4win-2.2.3.exe) and follow the
installation instructions.

2. Generate PGP key pair
Start Kleopatra (Start -> Kleopatra) and in the File menu select New Certificate
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Click on “Create a personal OpenPGP key pair”
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Choose Certificate Format

Please choose which type of certificate you want to create.

@ Create a personal OpenPGP key pair
OpenPGP key pairs are created locally, and certified by your friends and
acquaintances. There is no central certification authority; instead, every
individual creates a personal Web of Trust by certifying other users' key
pairs with their own certificate.

Create a personal X.509 key pair and certification request

X.509 key pairs are created locally, but certified centrally by a certification
authority (CA). CAs can certify other CAs, creating a central, hierarchical
chain of trust.




Enter your Name, email and a Comment and click Next. Make sure the comment includes the word
FACEBASE.
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Enter Details

Please enter your personal details below. If you want more control over the certificate
parameters, dlick on the Advanced Settings button.

Name: IJohn Smith (required)

EMail: | john_smith@myorg.com (required)

Comment: | OpenPGP key for FACEBASE project] (optional)

John Smith (OpenPGP key for FACEBASE project) <john_smith@myorg.com>

Advanced Settings... |

Mext | cancel |

Review Certificate Parameters and press Create Key
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Review Certificate Parameters

Please review the certificate parameters before proceeding to create the certificate.

Name: John Smith
Email Address: john_smith@myorg.com
Comment: OpenPGP key for FACEBASE project

[~ show all details

Create Key I Cancel




Enter your Passphrase. Make sure you remember and/or write down the passphrase as you’ll need it to
decrypt the files.

Then click “Make backup of your key pair” to save a copy of your private PGP key to a file. Enter the
location and filename (e.,g., john_smith_facebase_private.pgp), select ASCIl Armor and press OK.
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Key Pair Successfully Created

Your new key pair was created successfully. Please find details on the result and some
suggested next steps below.

—Result

Certificate created successfully.
Fingerprint: 4DC017A303D48A 1C726EEF5BD509F 73BB0E35767

—Next Steps

Make a Backup Of Your Key Pair...

Send Certificate By EMail...

Upload Certificate To Directory Service...

~ Please select export options for John Smith (OpenPGP key for FACEBASE
project) <john_smith@myorg.com> (BOE35767):

Qutput file: Ijohn_smith_facebase _private.pgp| a EI
[V ASCII armor

Then click Finish.



Return to the Kleopatra window, select the created Certificate and press Export Certificates. In the File
dialog window select your Documents folder and enter a filename (e.g., john_smith_facebase_public)

and press Save.

File View Certificates Tools Settings Window Help

I w Import Certificates Ln! Export Certificates H e Redisplay 0 Stop Operation | @® Lookup Certificates on Server @ Ciipboardv

ISeerdz. L <AIEHQ> Export Certificatesi |My Certificates ;]
_°| My Certificates | Trusted Certificates | Qther Certificates | x|

Name 7 E-Mail Valid From Valid Until Details Key-ID

john_smith@m... 2014-12-02 e BOE35767

Organize v New folder

3¢ Favorites Documents library

. Arrange by:  Folder v
Bl Desktop Includes: 2 locations

& Downloads Name Date modified Type
%2l Recent Places
No items match your search.
4 Libraries

@ Documents
J’ Music

[ Pictures
$¥ videos

1% Computer Sl < |

File name: john_smith_facebase_publid|

Save as type: IOpenPGP Certificates (*.asc *.gpg *.pgp)

4 Hide Folders

This will create the public PGP key file in your Documents folder called john_smith_facebase_public.asc

3. Email the public PGP key file you just created (e.g., john_smith_facebase_public.asc) as an
attachment to help@facebase.org. Use “FACEBASE PGP public key submission” in the Subject field
of your email.

Make sure you only email the public key file.



Instructions for creating PGP keys in Mac OS X

1. Install GPG Suite
Go to https://gpgtools.org/gpgsuite.html and click Download GPG Suite

Save the installer file (e.g., GPG Suite —2013.10.22.dmg) and install it. During installation select Custom
Install and unclick GPGMail.
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Package Name Action Size
© Introduction @ GPGMail Skip 11.2 MB
o I ™ GPGServices Upgrade 3.3MB
JREStnationSsieck o GPGKeychainAccess Upgrade 6.3 MB
© Installation Type ™ GPGPreferences Upgrade 3.6 MB
@ Installation ™ MacGPG2 Upgrade 10.4 MB
® Summary
Space Required: 25.3 MB Remaining: 362.41...

Installs to: /Library/Mail /Bundles
Description: OpenPGP for Apple Mail.
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2. Generate the PGP key pair

Once installed, go to Spotlight and search for GPG Keychain Access. Open the GPG Keychain Access
application and click New to create a new key pair.

Enter your Full name and Email address and a Comment. Make sure the comment includes the word
FACEBASE.
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Enter your Passphrase. Make sure you remember and/or write down the passphrase as you’ll need it to
decrypt the files.
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Return to the main window, select the created key and click Export to export the public PGP key to a file.
In Save As enter john_smith_facebase_public.pgp (replacing john_smith with your name). In Where
select your Documents folder, select ASCIl format, unclick Allow secret key export and click Save.
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3. Email the public PGP key file (e.g., john_smith_facebase_public.pgp located in your Documents
folder) as an attachment to help@facebase.org. Use “FACEBASE PGP public key submission” in the
Subject field of your email.

Make sure you only email the public key file.

Instructions for creating PGP keys in Linux

These instructions assume that you have gnupg or gnupg?2 packages (e.g., gnupg2-2.0.22-3.el7.x86_64
for CentOS 7 systems) installed in your system. Refer to your system’s repositories or www.gnupg.org if
you need to install these packages.

1. OpenaTerminal and at the command prompt type the command
gpg --gen-key
Accept the default options and enter

* Real Name: (e.g., John Smith)
* Email: (e.g., john smith@myorg.com)
* Comment: (e.g., John Smith PGP key for FACEBASE)




2. Once the key is created type the following command to export the public PGP key file

gpg --armor --output /home/john_smith/john_smith_facebase_public.pgp --export “John Smith PGP key
for FACEBACE”

(assuming that /home/john_smith is your home directory in your system and that you entered “John
Smith PGP key for FACEBASE” in the Comment field)



